This paper presents a robust minutiae based method for fingerprint verification. The proposed method uses Delaunay Triangulation to represent minutiae as nodes of a connected graph composed of triangles. The minimum angle over all triangulations is maximized, which gives local stability to the constructed structures against rotation and translation variations. Geometric thresholds and minutiae data were used to characterize the triangulations created from input and template fingerprint images. The effectiveness of the proposed method is confirmed through calculations of false acceptance rate (FAR), false rejected rate (FRR) and equal error rate (EER) over FVC2002 databases compared to the results of other approaches.
Introduction
Biometric technologies use some physical or psychological trait such as: fingerprint, face, iris, voice, etc. to verify or identify individuals and therefore restrict unauthorized access to computational systems. These traits are unique and inherent in individuals, making it difficult to falsify their I.D.; however, often they are noisy by nature [1] .
Three types of degradations normally affect the quality of the fingerprint image: appearance of gaps between ridges, parallel ridges intercepts and natural effects such as cuts, wrinkles and injuries. Image enhancement processes are in charge of improving the contrast between ridges and valleys, and reducing the noise in the image [2] . Sometimes methods similar to medical image processing are also used, for example, via spatial domain filtering [3] .
After enhancing the fingerprint image, comes the process of extracting and matching fingerprint features, which can be classified in three categories: based on minutiae [4] [5] [6] , based on image [7] [8] [9] and hybrid [2, 10, 11] . Those based on minutiae, use a feature vector extracted from fingerprints as a set of points in a multi-dimensional plane. Some of the characteristics that the feature vector represents are: type of minutiae, position, and orientation, among others. After the extraction process, fingerprint matching becomes a non-rigid point-matching problem with unknown correspondence and differences in the number of points belonging to two sets (query and template). Moreover, skin elasticity changes the relative position of the minutiae at each acquisition [6] and can cause genuine minutiae to get lost or pseudo minutiae to appear. [5] The use of computational geometry can help to address image-processing problems that are difficult to understand and implement, such as distortion, rotation variations, and some others. One particular geometric structure that can resolve most of the shortcomings in the minutiae based methods for fingerprint verification processes is a Delaunay Triangulation.
For fingerprint verification processes, Delaunay Triangulation can be formed if the minutiae locations are taken as the set of points P. The advantages of this proposed method are that every minutia keeps the same neighboring structure even in the presence of distortion. Insertion of new points in the triangulations because of noise affects only locally. The same happens with missing or spurious minutiae. Thus, using geometrical thresholds, each triangle in the Delaunay Triangulation can be characterized uniquely. Because of this, each fingerprint can be classified and when a second sample of the same fingerprint requires to be verified, a quantitative comparison can be made. An Equal Error Rate of less than 1% can be obtained using these techniques, demonstrating the accuracy of the method under these thresholds.
Our contribution
The novelty of our contribution with respect to other approaches is in the full analysis of the Delaunay Triangulations to compare minutiae structures between fingerprints. Most minutia based approaches that use Delaunay Triangulations start their analysis by studying the edges that form Delaunay triangles instead of analyzing these triangles as a basic structure [4] [5] [6] . In some cases, even a threshold is established to decide whether to use Delaunay Triangulations or whether to process all possible combinations of minutiae forming an edge [4] . This kind of analysis involves a greater computational load because of the number of combinations to analyze and the operations required for each comparison.
On the other hand, if Delaunay Triangulations are used, most of the approaches presented until now perform a fingerprint alignment based on one reference triangle. To find this reference triangle an analysis of the triangle's edges is undertaken by using specific thresholds. Then, after the alignment, other thresholds have to be established to define a neighborhood where aligned minutiae should be. With this, several alignments and comparisons have to be made in order to count the matching aligned minutiae, calculate a matching score and find the best alignment [5, 6] .
In our proposal, from the beginning, every Delaunay triangle extracted from the query fingerprint is compared against every triangle extracted from the template fingerprint. In this comparison, the analysis of the three edges of the triangle and the three vertices of the triangle are performed. To avoid fingerprint alignment operations, a measurement and a comparison of the orientation of the triangles is performed. By establishing a specific threshold, the possible variation of fingerprint rotation is considered.
In the case of spatial displacement of the fingerprints, the structure of the Delaunay Triangulation is tolerant because if a general spatial displacement takes place, then all the minutiae move by the same proportion and the triangles extracted remain the same. If only some minutiae were displaced, then the length of the sides of some triangles changes, and the threshold for the comparison of the length of triangles covers that distortion. Finally, the matching score for the comparison of two fingerprints is pretty straightforward. The matching score is calculated as the rate of coincident triangles over the average of the total number of triangles between both fingerprints. This paper is organized as following: Section 2 describes related work around the problem of fingerprint verification. Section 3 explains the mathematical and computational theory behind Delaunay Triangulations and the measurements calculated from this to characterize a fingerprint. Section 4 details our proposed solution and how our scheme was implemented, pointing out the tools used for the extraction of the fingerprint feature vector and the thresholds used in the matching process. Section 5 shows the results obtained after applying the proposed solution to 4 FVC2002 databases. Then a discussion of these results is presented. Finally, Section 6 contains the conclusions of this work in terms of the results obtained and the future work to improve the performance of the scheme proposed.
Related work

Image based approaches
Many studies have been undertaken to deal with the problem of fingerprint matching and many algorithms and schemes with different approaches have been proposed. Among image-based methods for fingerprint verification, there is a proposal based on features extracted from Wavelet and Fourier-Melling Transform (WFMT). Wavelet transform is used to preserve the local edges and reduce noise in the low frequency domain after image decomposition, which makes the fingerprint image less sensitive to shape distortion. Then Fourier-Melling transformation (FMT) served to produce a translation, rotation and scale invariant feature. The results obtained in [7] , show that verification accuracy is 5.66 and EER is of 1.01%.
A second proposal in the category of image-based algorithms is the use of tessellated invariant moment features for fingerprint verification. In this scheme, a reference point is proposed to allow more accurate and quicker performance. In the scheme, all the intrinsic properties of the fingerprints are estimated, such as foreground region mask, local ridge orientation and local ridge frequency, to enhance fingerprint image. By using different complex filtering methods, a reference point is established. Then its orientation is calculated using the least mean square orientation algorithm. A Region of Interest (ROI) is centered on the reference point and tessellated in a predefined number of square cells. Seven invariant moments are extracted from the cells and these represent the fingerprint information of the local structure. The verification is based on measurements similar to the eigenvalue-weighted cosine (EWC) distance to match two corresponding feature vectors. The experiments carried out over the FVC2002 4 databases show an average Equal Error Rate (EER) of 3.57% using the EWC distance [8] .
Hybrid approaches
One solution for hybrid fingerprint extraction and matching processes was proposed in [10] and uses both minutiae and ridge flow information. To capture the ridge strength at equal space orientations, a set of 8 Gabor filters in the spatial frequencies that correspond to the average interridge spacing in fingerprints is used. Then an eightdimensional ridge feature map is constructed with square tessellation of the filtered images. This map and the minutiae set of a fingerprint are used for matching purposes. For this scheme, the calculated EER is about 4%.
Minutiae based approaches
Thus, regarding the proposals in the minutiae based category for fingerprint matching, there are few researches that utilize Delaunay Triangulations as a structure to compare a query and a template fingerprint image. In 2004, Parziale and Niel, proposed to establish the dependency among minutiae by applying Delaunay Triangulation over the point set representing them. In that structure, each minutia was used as a triangle's vertex. Then measures of distance between minutiae pairs, angular difference between orientations of minutiae pairs, and angles between the orientation of each minutia and the segment connecting them with another minutia, were calculated.
After applying three geometric filters, some triangulations in the query set were selected as candidates for matching with the triangles of the template set. For that, an alignment procedure was undertaken with the triangulations in the query set in terms of spatial coordinates and angles of orientation. If a minutia in the transformed query set is close enough to a minutia in the template set, it is counted and used later to calculate a matching score. [6] In 2005, Liu, Yin, and Zhang, proposed a very similar fingerprint matching algorithm based on Delaunay Triangulations to find reference minutiae pairs known as RMPs. The analysis using Delaunay Triangulations begins with similar edge pairs formed from query and template sets of minutiae. Measurements of Euclidian distance, minutia orientation and edge orientation are then compared. If a pair of edges is very similar, then the triangles to which they belong become candidates for the next analysis phase. In the second phase, the distance of triangle's sides and internal angles are compared. If a coincidence between triangles exists, for each triangle, an alignment of the query set with the template set is carried out, using geometrical equations. Finally, for each alignment of points, these are counted and a matching score is calculated. [5] The last proposal related to the use of Delaunay Triangulations, was made by Deng and Huo in 2005. Instead of finding the best-matching minutiae pairs, the objective was to find the best-matching edge pairs. Other important changes were: minutiae orientation was mapped to a range from 0 to 2Π instead of using the original from 0 to Π. The ridge count between minutiae was also used as data in the matching process.
The process of fingerprint matching starts by checking the number of minutiae in the fingerprint image, if it is below a threshold, Delaunay Triangulations are not calculated and instead all the possible edges connecting two minutiae are considered. Then, several geometric filters are applied to the edge pairs, like Euclidean distance, minutiae orientation difference, among others. Only the minutiae of the edges that satisfy those filters are used in the next phase. The remaining minutiae are sorted in ascending order and form all the possible triangles with the closest neighboring minutiae. Again, geometric comparisons between triangles are performed. If their characteristics satisfy the thresholds established, a matching score is calculated for each triangle. At the end, another matching score between the query and template image is calculated considering the triangle matching scores previously calculated. [4] In later sections of this paper, some of these different schemes will be looked at again in a comparison against our proposed minutiae-based solution. Following that, we present a discussion about the obtained results in terms of the EER, FAR and FRR thresholds.
Background
A Triangulation can be defined, as the maximal planar subdivision whose vertex set is P, where P denotes a finite set of points in a plane. A maximal planar subdivision is a subdivision in which no edge connecting two vertices can be added to it without destroying its planarity (any edge that is not in the subdivision intersects one of the existing edges).
"Let P be a set of points in the plane, and let T be a triangulation of P. Then T is a Delaunay triangulation of P if and only if the circumcircle of any triangle of T does not contain a point of P in its interior." [12] So any Delaunay Triangulation T maximizes the minimum angle over all triangles that compose it. What is stated in the above quote can be appreciated in Fig. 1 .
To start building a Delaunay Triangulation with only the set of points P as initial data, an initial repository has to be created. From a geometrical point of view, the repository is the first triangle in the Delaunay Triangulation and it is large enough to contain the whole set of points P. The vertices of the first triangle are: three extra points, p0, p-1 and p-2. It is important to choose p 0 , p -1 and p -2 far enough away, so they do not destroy any triangles in the Delaunay triangulation of P. Later p 0 , p -1 and p -2 can be discarded together with all their incident edges. Source: [13] There are basically two types of existing algorithms, which can be used to implement a Delaunay Triangulation: The first type is a static algorithm where the triangulation is valid after every single point is processed. Some examples are: The recursive split algorithm, the divide and conquer algorithm, the step-by-step algorithm, the modified hierarchical algorithm, among others.
The second type of algorithms is the dynamic triangulation where the triangulation is valid during processing. This makes it possible to view the contribution of one point to the triangulated irregular network (TIN). Some algorithms to implement this are called incremental as the Bowyer and Watson algorithm.
Bowyer and Watson algorithm is known as an incremental delete and build algorithm because it adds points sequentially into an existing Delaunay triangulation [13] . The process follows the steps below:
For each point in set P: 1. Insert point p є P into triangulation 2. Find all existing triangles whose circumscribing circle contains the point p. 3. All triangles found in step 2 are deleted and a convex cavity is created. 4. The point p is joined with all the vertices on the boundary of the cavity formed in 3 (retriangulation). Remove initial triangle. An example of the beginning and the end steps of the process is shown in Fig. 3 . Finally the implementation of the Bowyer-Watson algorithm requires computational data structures such as: point based data structure for the vertices of the triangle, a triangle based data structure for the elements that compose the Delaunay Triangulation and finally a directed acyclic graph that represents the Triangulation with the edges of each triangle and the neighbors that share them. For the implementation of Delaunay Triangulations in our scheme, the Bowyer and Watson algorithm was used because it provides the same theoretical optimum algorithmic complexity as other methods, which is Θ(N log 2 N), but with an easier procedure.
Although Delaunay Triangulations allow the creation of a rotation and distortion tolerant structure, the characterization, identification and comparison between two different triangulations must be undertaken manually. Therefore, the second part of our proposal consists in a set of measures and geometric thresholds that allow to distinguish each triangle and its vertices in the Delaunay triangulations formed.
Proposed method
The proposed scheme is a minutia based fingerprint verification system that uses Delaunay Triangulations with geometrical measures and thresholds to validate the similarity between two different fingerprints. The complete proposed scheme is shown in Fig. 4 ., and explained right after. The first measure, related to alignment of triangles can be resumed in Equation (2), which comes from the cosine law for triangles.
where:
An alignment of triangles is needed to ensure that the order in which the vertices of two triangles in different Delaunay triangulations are described is correct. Otherwise, any further calculation will be meaningless because the vertices of the triangles could be swapped. To achieve this, the internal angles of a pair of triangles are paired so that the difference between them is a small as possible.
When a pair of angles has the smallest difference, the vertex of the triangle containing one of the angles is renamed so that it matches with the vertex's name in the other triangle. The process is repeated until the three vertices are matched with the best option in the second triangle. An example is shown in Fig. 6 .
Once a pair of triangles is aligned, a process of comparison between the pair of triangles takes place. The first test checks the type of minutiae in the vertices with the same name in the different triangles. The main types of minutiae are classified as: termination and bifurcation.
If the first test is passed, the difference of one triangle's vertex angle (minutia orientation) and the angle of the segment connecting that vertex with another one is calculated, for each of the vertices of a triangle. Equation (3) describes how to calculate this measure. A threshold expressed in grades is established to allow a tolerance limit in the rotation that a triangle can have over another.
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where:  a ij = angle difference between triangle's side slope expressed as an angle and minutia orientation.  y i, y j = y-spatial coordinate of minutiae i and j respectively.  x i , x j = x-spatial coordinate of minutiae i and j respectively.
The next comparison is undertaken using the Euclidean distance equation (4) , between the vertices of a triangle. Again a threshold is established, this time in pixels, to tolerate a certain
degree of distortion in the shape of the triangle because of the different spatial allocation of the vertices.
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where:  d ij = Euclidean distance between minutiae i and j  x i , x j = x-spatial coordinate of minutia i and j  y i ,y j = y-spatial coordinate of minutia i and j The final filter is related to Equation (5), which evaluates the angle between the first vertex of a triangle and the x-axis. A threshold expressed in pixels allows a tolerance degree of rotation for the triangle being evaluated in case the fingerprints captured are rotated. It is important to point out that this measure quantifies the degree of rotation that a local area of the fingerprint has in terms of triangles that belong to a Delaunay Triangulation.
With this, an alignment of all minutiae in the fingerprint is no longer needed, given that if there is a rotation of the fingerprint, every minutia and every triangle composed of them will present the variation and it will fit in the threshold established.
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where:  δi = angle between one triangle's side ij and Vref which is a vector parallel to x-axis  Vref = vector from triangle's minutia mi to y-axis, which is parallel to x-axis  dki = euclidean distance between minutiae k and i a) b) c) In the end, if each of the previously mentioned tests are passed successfully then the system recognizes both triangles as the same one and increases the count of equal elements between both of the fingerprint's Delaunay Triangulations.
Equal Error Rates below 1% can be obtained when using these techniques, which is a very good indicator for biometric verification systems.
Experiment
Before the experimental section, we must take into account that the fingerprint image obtained always changes due the pressure, angle and the tilt on capture device. For this reason, even if it is the same person, it is almost impossible for the same minutiae to appear in each one of the samples captured. This is one of the factors that mean that fingerprint recognition may present a high percentage of false rejection.
Because of the above, Delaunay Triangulations of the same fingerprint are also different each time a sample is captured, as shown in the Fig. 7 .
During the experimental section, different tests were performed and it was found that it is almost impossible to have many similar Delaunay Triangulations in samples of two different fingerprints; however, in two samples of the same fingerprint, we found many similar Delaunay Triangulations. On average, when we have two samples of different fingerprints, we have found a maximum of two Delaunay Triangulations, but when we have two samples of the same fingerprint, we have found more than ten Delaunay Triangulations on average.
An image proof that describes how Delaunay Triangulations act as an effective filter for fingerprint images can be seen in the following 2 scenarios, represented with different graphs.
The first scenario shows two samples from the same fingerprint, whereby a change in pressure levels and a small rotation were registered. A group of images with the Delaunay Triangulations was processed. The results are presented in Fig. 8 .
In Fig. 8 , we can see that Delaunay Triangulations differ from one another but also that there are specific areas in the Triangulations that contain some triangles with the same characteristics in both image c) and e). In image d) some of the vertices that appear in both triangulations are marked in a softer color. This proves that Delaunay Triangulations can characterize fingerprints even if they differ because of displacement, distorsion, rotations, changes of pressure or other types of alterations. [14] The second scenario shows two samples of two different fingerprints. Because of this, it is expected that no triangle in both Delaunay Triangulations calculated would be classified as equal. This is the most difficult task, because small triangles tend to be very similar in dimensions and angles with respect to others. Fig. 9 shows this.
From the images in Fig. 9 it can be seen that the calculated Delaunay Triangulations are totally different. Because of this, only one triangle is common between both triangulations. It is not easy to find the small triangle marked in a softer color in image d). in the other two images. But it is clear that the triangle marked as equal is very small and easy to classify wrongly.
It is very important to point out that for the experiments shown above, the different geometric thresholds to filter all the triangles in the Delaunay Triangulations had already been taken into account. Otherwise, if only a check up of the triangles present were carried out, almost none of the triangles would be equal to any other in the second triangulation. That can be seen easily in the images.
After testing the advantages of using our proposed scheme with some real fingerprint images and effectively characterize their minutiae, we amplified the number of tests in order to get the FAR and FRR thresholds to compare our scheme with other proposals. To obtain such thresholds, we considered 4 fingerprint databases from FVC2002 set A, which are summarized in Table 1 .
The threshold depending fraction of the falsely accepted patterns divided by the number of all impostor patterns is called False Acceptance Rate (FAR). Its value is one, if all impostor patterns are falsely accepted and zero, if none of the impostor patterns are accepted. The fraction of the number of rejected client patterns divided by the total number of client patterns is called False Rejection Rate (FRR).
Note that if the score distributions overlap, the FAR and FRR intersect at a certain point. The value of the FAR and the FRR at this point, which is of course the same for both of them, is called the Equal Error Rate (EER).
The EER of a system can be used to give a threshold independent performance measure. The lower the EER, the better the system's performance, as the total error rate which is the sum of the FAR and the FRR at the point of the EER decreases [15] .
For each fingerprint, 6 random images out of 8 were taken for training, and the remaining 2 were used for verification test purposes. This means that in each database, there were 600 training images and 200 test images. 
Results
After analyzing the images presented, the ERR was calculated and compared to another 3 proposed schemes. Table 2 shows the summary of the comparison.
As can be seen, the performance of the proposed method exceeds that of those presented in the related work of this article. The difference between the average percentages is about 7 times smaller in our proposal. The main reasons for this happening are related to the type of post processing stage in which our scheme takes place.
Instead of having a dispersion of points in an Cartesian plane, the analysis of minutiae takes place over a polygonal network that minimizes distortion and displacement of the vertices that compose them after image preprocessing and enhancement have been carried out. Also, the criteria established to decide whether a minutia in a fingerprint corresponds to another minutiae in a second fingerprint, strongly depends on a second set of measures from that polygonal network.
Other variables that play an important role in the identity verification results are the geometric thresholds, used to calibrate the training in the verification process. Depending on how strict the verification is required to be and the fingerprint images characteristics (size and resolution), the thresholds can be reduced to allow minimum or maximum variation among the polygonal networks. For the tests presented in this paper, a tolerance of 10 pixels in distance and 10 grades in angles were established.
If there were no alterations because of noise in the media and if the fingerprints do not suffer from erosion or aging, then they must remain equal. But because this is not possible, those thresholds were established based on the premise that different acquisitions from the same fingerprint even on a noisy media have the same degree of alteration in each of its minutiae such as the same degree of rotation, displacement, among others.
Conclusions
In this paper, a minutiae based fingerprint verification method was proposed. The innovation of this method relies on the use of Delaunay Triangulations and geometric thresholds to align fingerprint minutiae even in the presence of noise in the environment. Measures of distance, angles of orientation and angles of rotation make it possible to characterize geometric figures with its vertices composed of minutiae avoiding processes of minutiae alignment and matching score calculations. In this way, rotation and displacement tolerance is achieved within the verification process.
It is important to emphasize that a calibration of geometric thresholds must be carried out depending on the characteristics of the fingerprint images, such as size, resolution, etc. With all these conditions achieved, a better EER can be obtained in the tests realized.
Finally, the numerical values and graphs obtained in the tests, confirm that using Delaunay triangulation allows a strict discrimination of minutiae in a fingerprint. However, because the fingerprint images obtained always changes due to pressure, angle and the tilt on capture device, we need to store multiple biometric samples with different conditions to improve the scores. For example, for this paper, 6 images were necessary for each fingerprint..
